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Abstract

This paper presents a new adaptive LSB steganography for high capacity in spatial color images. The number of least signi
ficant bit (LSB) of each RGB component in a color image pixel, to replace with the data bits to be hidden, was determine
d through analysis of the worst case peak signal noise ratio (PSNR). In addition, the combination of the number of bits is
determined adaptively according to image content. That is, 70% of the data to be hidden is proposed to be replaced with 3
bit LSB of two components, 2 bit LSB of the rest component, and 30% be replaced with 4 bit LSB of each RGB compon
ent. To find edge areas in an image, delta sorting in local area is also suggested. Using the proposed method, the data cap
acity is 9.2 bits per pixel (bpp). The average PSNR value of the tested images with concealed data of up to 60Kbyte was
43.9 db and also natural histograms were generated.
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Table 1. PSNR values of Stego Images in db

Stegol Stego2 Stego3

30,720byte | 51,200byte | 61,440byte
Images 75,5 760bit | 409,600bit | 491,520bit
Baboon 45.95 43.76 42.98
Lena 45.95 43.72 42.90
Pepper 45.78 43.52 41.01
Pink 45.94 43.71 42.87
Yellow 45.89 43.69 41.14
B3k 45.90 43.67 42.18
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Figure 2. Results of sorting local deltas: 245,760bits on the
left (Stegol), 491,520 bits on the right (Stego3) are

embedded in red dots.

Figure 3. Comparing of embedding 409,600 bits in Lena.
Previous method on the left and this delta-sorting on the
right (Stego2).

Table 2. Worst PSNR by fixed R-G-B LSB replacement

R-G-B LSB Al BE | do|e|g3 | PSNRH AL
1M E (R-G-B:1-1-1) 3 bpp 48.13 db
20]E (R-G-B : 2-2-2) 6 bpp 38.59 db
3420 E A

(R-G-B : 3-3-2, 3-2-3, 8 bpp 32.61 db

ELX 2-3-3)

3H]E (R-G-B : 3-3-3) 9 bpp 31.23 db
4N E (R-G-B : 4-4-4) 12 bpp 24.61 db
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Table 3. Worst PSNR by various combinations of fixed
R-G-B LSB replacement

4-4-4 ] 3-3-3] 3428 E | HolH A
A¢| Ag| Ag|  8=| PSNR
50% 50% 0| 10.5bpp | 27.92db
20% 80% 0| 9.6bpp | 29.90db
10% 90% 0| 9.3bpp| 3057db
50% 0 50% | 10.0bpp | 28.61db
40% 0 60% | 9.6bpp | 29.41db
30% 0 70% | 9.2bpp | 30.21db
20% 0 80% | 8.8bpp | 31.01db
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cover image on the left and stego on

Figure 4. Results :
the right embedded 60 Kbyte (Stego3). From the top to
the bottom, the tested images are Baboon, Lena, Pepper,

Pink-flower, and Yello-flower.
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Figure 5. Examples of the histograms of RGB component
with Baboon and Lena for Cover image, Stegol, Stego2,
and Stego3.
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