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This study designs and implements a high-performance Web SCADA Ul module based on Vuejs to address the issues of
obsolescence and the closed nature of existing Client-Server (CS) based SCADA systems. To achieve this, an event-driven
Single Page Application (SPA) architecture and Component-Based Development (CBD) methodology were adopted to ensure
system flexibility and maximize maintenance efficiency. To resolve rendering bottlenecks occurring during large-scale
real-time data processing in a web environment, virtual scrolling and asynchronous batch processing techniques were applied;
additionally, input sanitization and authentication logic were internalized to prevent client-side security threats. Experimental
results showed an initial loading speed of 0.8 seconds and a large-scale data rendering speed of 0.9 seconds, successfully
achieving the target performance of under 1.0 second. Furthermore, the safety of the system was verified by confirming
zero security vulnerabilities. This study is significant in that it demonstrates the feasibility of a Korean-style web control

model that satisfies the rigorous performance requirements of industrial systems through optimized web technologies.
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Figure 1: Example of a legacy foreign-made SCADA HMI.

olgigt ZAIE sHAst7] Al HZ A= HIMLS,
CSS3, JavaScript 5 9 &= 7|2 283 9 7|9 SCADA
Al2~dlo 2ol ABHDigital Transformation)S A =3} 9}12}

4, 5, 6]. 9 74k A|2~EHlS W o] Zalo]dE Hx]7} &
¥, 0S 5%17@01 2.9d0] 7}_3}5}_ QA o] 9lTh 131
U s Jhe) A ZAEA Helee teE AAE

OHE AxZtez A s oF F= SCADA ArEL Q) 3
Aoz olAshe Aol FHE 71&A dAIZE AT
9 meppAel du® Az DOM (Document Object

Model)= 7wte g FZelhe=d, 29 T4~ A9 dlo]
E|7} 73AlE = ARlE oo]E %?J ﬂﬁ"ﬂ/ﬂt zr2 DOM
ZZ(Manipulation) o] Az}3t ded HE A4S x# o

ol 3}He =9 =+ (Frame Drop)oly He Ao
oloj A AAZE AA| AT AP E AT S Uk
MY UEYIA §§ 44 544 CS &4 tiv] 2=
AolE ~IPRAEKSS) 5 Bt A =2D TFsAel
of, olol dhe T2 ol A ulelo] BoAoITH7

H Az A8 &R xﬂ kS FE31, I AY
7]¥k SCADA Ul 252 A

© Ag mAse ao, ¥ avelds A

CS Al2~He Feg ¢ SAoA Fd3H7] f8f Vuejs 7]
wke] SPA(Single Page Application) o}Z|El4E = ¢3laz, @
08 As HAIES 98 due=S A olsich

:rLZﬂZ*OE 2 A7 Al v 2k AR, ARAE
A3t #E(RBAC), Al2d" 9, dlolE AlZ3}, &8 ZUH
% %5 SCADAY 4tf W4 7l%e AEUE U9z BEY
sto} AL BRAT A, ohgF tlolE Ao ot
2 dAgy AAds eyl s M 23 E(Virtual
Scrolling) 7]1*{ ¥} requestAnimationFrame 7]%Wke] H]5-7] Wl
%] 2]2](Batch Processing) €12]&& 2831 I F8A4
< ASSh AR, ZE2EQE oA HES et
7] 918l 1=z 3K Sanitizer) 2 JWT Q1% QE|AE A
AL WA st

e

=

=

>

r{o

2. Al2® A 2@ iRl 93]
2.1 o|¥lE 7|uke] CBD o}7|€)x A7

71& Zetol =AW 7]k SCADA AlZHL Hee 7
ulth AA ang T EESE PRA ReA
Qal, dole WEQo] Ee A FA AR 22

E Py Agg] AAS FASALE o] ZTEFHOE 3
st7] fs] B AFoAE oHE Z|uke] T o] A]
g]A o] A(SPA) o8- E AASATHS, 9]. ©
27 %5 A Ao FB23d AA it of Ze|A o)A

ug] 2Edty, AA 9 Fole PY2AE F9 45

7AFEE dlolE 2EHTRS B2 A st #AH
3 Haglehs Fxolth Ed AIAES AARRAT
ARFAS A Zetolz oFo R FHEY] 9 Axd

rlr

>

[ & S ko [o >
M2 o Mooy roh HUoopdk

—{E r‘]l‘ fifo
0.

lfﬂ Jo

7IRk 7EH(CBD) W ES A8shinHIo(Zd 2). Hibskar
T JEje] #A e Ha 9919 Vs 848 26
skl WE, 27, AE 52 5H4d REE A5y,
olE FFHoE FHSIY HAHEE T *?SF— AAE A
gtk ol Fxe 54 Anle #A 2oy Yzt
Aol MAHTE s AA Aladle AL fé& flol =
g AXUER 5940z 4 9 w27}t 7bssiA st
FARF FAdS BT

- 14 -



HEAE 7|4t

ST X, 2 U, W2 ALY 258}, £STAIBY, SR 80|

Figure 2: Application of the Component-Based Development
(CBD) methodology. Comparison between Monolithic and
Component-based  architectures. Maintainability is maximized
through modularization.
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Figure 3: Real-time data synchronization flow between multiple
modules via global state management. By adopting a global state
management pattern, an organic data flow was designed to ensure
that the dashboard and event list react simultaneously when an
alarm occurs.
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(@) User Permission Management Dashboard A
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(c) System Operation Dashboard B

s mm P— 0-

& unzeudy

"] [ 5 PR TR

5 e I Il
@ wnzon B - e ==k E o= =E
2 = 2 =

34 05 wuue

PreTTE

(f) Data Visualization Dashboard B
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(g) Alarm and Event Monitoring Dashboard A (h) Alarm and Event Monitoring Dashboard B

Figure 4: Development of four types of web-based SCADA UI modules specialized for power facility monitoring systems. Ul modules
for core functions were developed to maximize User Experience (UX), including (a-b) User Permission Management, (c-d) System
Operation/Management, (e-f) Data Visualization, and (g-h) Alarm/Event Monitoring. Two types of Ul templates for each module
(totaling eight types) were designed and published to respond flexibly to field conditions.
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Table 1. System Development Environment

72 ITERE

LAA A (0S) Windows 11 Pro

it =LYz Vue.js v.3.5.18

ALS 2lo] JavaScript (ES6-+), HTMLS, CSS3
4 Pinia v.3.0.3

WebSocket (Native API)
Chart.js v4.5.1, ECharts v5.5.0
Visual Studio Code v1.103

A2k} 2ol b 2]
At %7 (IDE)

% 7% BES AY WA B39 SR4L NYHe] B
7 o] s gk

& Agstel AT Bel, A A BT 5
5 =40 g} vl A2 A8 Alo) AR A5 2
o2, WA AgA] g3 exAo} F2 HolEd
NaRAoE BAFES TASYCh

A, Hele Azs RES £Az 8 devEe bl
LAt ABHo NG 5 YT ChFH =gt
Wastel A pdch 53 AAtoR Wt
A% 4% 5ol deldE 2] A9 9
83 A= eoluyeE Hgtgow, ol
tﬂOlEi ZAE7} BAHHEE PEde oy
=% sk

wEe A9 o4 4

38 524
9 Asolthizl. AnzRe a8 g

W
o g e
i tlo
o

)

HU

WAAE BiE FHz 2
e TRSe] BAGOEN LGA
oz AAY + =5 TASYCE £, W 3
A oY 28 7% Al AR 2] s

S,

33 AAZF dlole] Mz 2 Ay
SCADA Al2®le) 71 F28 2TAY
e 1Ay A5 YA B4 )
+ Zetldest Awe] 27
Ao] ofjg}, Au7} HlolH

2 éié_ 11_4\_3-]._ H]—M o]

& 2ol dolE A NS

che) dolel 7} ofel sheel Ay
A5 e} el Bel A1He =
U g veln 22 B4l Hloje

s
sl
el
S|

2]
Bl
SHICHI3.

Er.l

¢

ﬂH>
filo o
N
OFO

z

©
A
i
ko
ol
_TL

E
ol

ifl[:onéia

Hog
ik
ng 23
23

=
B
=

%
NS
oo o 2
- >
o =
L
>~l.ﬂ

O
=

L.
-

o
AL

rlr

o oX
B
=2
x
of

g=w, dlolgrh A=A ol
f47F AFs o2 s THE 3
7}

to] HloE BYA EAE CW o=

T T —

o Y
S
o
3.

L
ol
of
:(u)-l_l,
=
il

O
-

34 Avy HH3} 71& A%
He A Aulel A BAsHe Be Helee 9 Heke
A oA A flo] Aelaty]l Al wuAd] HAE A
9 A43 7ee Agsqrk
$A b 228 EE £dSe) e Bas Al
52 AMSACHIAL e T oo} 2 Hole]
shuo] EAIZ u), AR HloleE 3 WMol et fAl
A AgAE Ba de ShE Gge] HYHe Heleu
grog A Ysie Yol ol& Fol HekeAls} x
slof @ 2ol 248 HasromA, dolr 9ol &
HHEs S aagel %7 A gkn FEA sRehE
] %7]_ 01}\101] 19 u;H \:ﬂ-
$A57) S8l wlE7] WA
a9 HeleE 54 aue]
A Bz Rold eRdow Adgona,

A mA Y HE

N

)

2oox it @ o el ol ox

£ fashes AAsser

Algorithm 1 Frame-synced Asynchronous Batch Rendering
1: procedure UPDATETELEMETRYBATCH (packetList)

2: if isProcessing = True then > F5 A9y ukz]
3: return

4: end if

5: isProcessing <+ True > ETZAA e

6: SCHEDULETASK (via requestAnimationFrame) AHE £7]35} oo
Asynchronous Update Block:

7 for each packet in packetList do

8: Update GlobalStateMap using packet.devicel D
9: end for
10: isProcessing < False > T2 A ZF SliA

11: end procedure
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Figure 5: Measurement results of initial Ul loading speed. Google
Lighthouse was utilized for objective performance verification,
focusing on Largest Contentful Paint (LCP) as a key indicator of
perceived loading speed. The test measured the time required for
the first text or image content to appear on the screen. The result
recorded 0.8 seconds, achieving a 20% improvement over the
initial target of 1.0 second.
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Figure 6: Measurement results of screen transition speed. The
timeline was tracked from the moment the click event triggered
the transition until the completion of all component loading. The
result  recorded 0.46 seconds, demonstrating immediate
responsiveness without latency. User experience was enhanced by
optimizing the interval between the event trigger (881 ms) and
rendering completion (1,344 ms).
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Figure 7: Inspection results of UI security vulnerabilities. A
security scan was performed on the entire Ul module using
OWASP ZAP, an automated diagnostic tool from the international
web security standard organization. The results showed zero actual
vulnerabilities in the High, Medium, and Low risk categories
(three detected 'Informational' items posed no security threat). This
validates the web security integrity and safety essential for the
deployment of industrial systems.
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